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1.0   Partnership Title 

 
1. The partnership will be known as Brighton & Hove Business Crime Reduction Partnership.  All references 

to ‘the partnership’ in this document refer to this partnership. 
 

2. The membership refers to those individuals or companies that have fulfilled the obligations outlined in 
section 4 below. All references to ‘members’ in this document refers to those members. 
 

3. The Partnership is an action group of the parent company - Brighton & Hove Business Forum Ltd; a not-
for-profit company. All references to the ‘parent company’ in this document refer to this company. 

 

2.0   Management of the Partnership 

 
4. The parent company is a company limited by guarantee and hence bound by its articles of association. 

The partnership is an action group of the parent company and will be formally constituted and 
managed. 

 
5. An executive committee [‘the executive’] made up of at least six members will be appointed by the 

parent company from the membership.  This group will meet three times a year. 
  

6. The executive committee will include representatives from Sussex Police, the parent company, Brighton 
& Hove City Council, the members and other relevant bodies or individuals as required. 

 
7. The executive committee will always be chaired by an employee of the parent company. 

 
8. This committee will oversee the aims and objectives of the partnership and be responsible for 

compliance with its purpose and aims and objectives but it will not play any part in the administration of 
the parent company.  

 
9. The role of the executive committee will be to: 

 
a) Resolve misunderstandings and difficulties 
b) Effect improvements 
c) Assist generally with the smooth and efficient operation of the scheme 
d) Offer advice and guidance to those charged with the administration of the scheme 
e) Deal with matters relating to security and general management queries. 
f) Consider appeals against exclusion [with the exception of the police representative[s] who 

will play no part in decisions to exclude individuals or appeals against exclusion.  
 

10. A Board of Management (BoM) comprised of the MD of the Business Forum, the Crime Manager, The 
Day-Time Manager and the NightSafe Manager will manage and administer the day-to-day operation of 
the partnership which will report back to the executive as necessary.  They will act as the first point of 
contact on issues relating to the scheme.   
 

11. The BoM is the data controller for the partnership – see Section 2.3 Data Integrity Agreement. 
 

12. The parent company will be ultimately responsible in law for the financial, operational and disciplinary 
regulation of the partnership.   
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13. The BOM and Executive will be jointly responsible for the strategic direction of the Partnership. 
 

14. Other representatives of Sussex Police, Brighton & Hove Council and other organisations involved in the 
partnership will be entitled to attend the executive committee and BoM meetings at the invitation of 
the executive committee members – see Section 2.5. 

 
15. The BoM are empowered to ensure that all policies and procedures are fully complied with by each 

member. 
 

3.0   Aims & Objectives 

1.0  
16. To defend the right of our members to protect their property, staff and customers from crime and anti-

social behaviour and to exclude from their premises any individuals who are proven threats to their 
property, staff or customers or disrupt the peaceful enjoyment that their customers expect from the 
goods and/or services that our Members offer. The Scheme processes Offenders’ personal data for the 
management of its Exclusion Scheme on behalf of its Members, to inform Members of an Offender’s 
modus operandi, to collate intelligence on criminal activity within the area of the Scheme’s operation 
and to contribute to legal proceedings against Offenders where appropriate.   

17. The legitimate and lawful gathering, collation, processing, exchange and management of all relevant 
information relating to business crime and anti social behaviour between business members of the 
partnership. The police contribution will be the legitimate and lawful provision and management of 
relevant photographs or other information under an information sharing agreement and the service of 
exclusion notices approved by the BoM.   

 
18. To reduce and prevent criminality and anti-social behaviour by reducing the opportunity to commit 

crime. 
 

19. To assist in the apprehension and prosecution of offenders and suspected offenders 
 

20. To prevent young people from entering the criminal justice system by early and targeted 
intervention[s]. 

 
21. To reduce the fear of crime and the effects of fear of crime. 

 
22. To create a “safe and secure” environment for customers, staff and visitors and to contribute to the 

economic viability and prosperity of the area. 
 

23. To expand the partnership to encompass as wide a range of business sectors as possible.  
 

24. To strengthen partnership working with the business community, police, local authority and other key 
agencies and organisations. 
 

25. To establish the partnership as an integral part of the local community safety and crime reduction 
strategy and work in partnership with the police, local authority, and other agencies and organisations 
responsible for delivering the community safety action plan. 

 

4.0   Membership 

 
26. A member is defined as a business or organisation whose representative (signatory) has signed, and 

agreed to abide by, the partnership agreements and data integrity agreements of the partnership to 
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confirm that they have been made aware of their statutory obligations and responsibilities and has paid 
the relevant membership subscription to the scheme and any annual renewal fees.   

 
27. Membership will be drawn from businesses which trade in, or close proximity to, Brighton & Hove and 

representatives of other interested parties.   
 

28. Members must agree to fulfil all the criteria to comply with the objectives of the partnership before 
membership is granted.  Applications for membership will be agreed in the first instance by the BOM 
and, if necessary, by the executive committee at their meetings. Such membership having been granted 
by the BoM can be revoked if requested by the executive subsequent to just cause being demonstrated. 

 
29. Payment of the annual fee will be in advance to the scheme account. Payment may be made in 

instalments by arrangement with the BoM. 
 

30. Refunds will not be permitted (unless in exceptional circumstances agreed by the BoM). 
 

31. Members who are in breach of any code of conduct or other rules governing activities of the partnership 
or who, by their actions, may bring the partnership into disrepute shall be liable to disciplinary action by 
the BoM.  This may take the form of a warning, stunning of radios, suspension, or expulsion from the 
Partnership. 

 
32. All members who have access to personal data processed by the Partnership must abide by the 

requirements of the Data Protection Act 2018 and any subsequent amendments or additions.  The 
responsibility and potential liability for inappropriate disclosure rests with the individual.  – See Section 
13.0 Codes of Practice and Section 5.0 Data Integrity. 

 
 Section 3 
5.0   Members Meetings 
 

33. An annual general meeting will be held at a date to be agreed.  Other meetings will be held during the 
year as and when required. 
 

 
 
 
 
6.0   Administration 
 

34. The BoM should prepare the agenda for meetings after consultation with the Chair.  The members may 
propose items for inclusion on the agenda, which should be notified to the BoM in advance of the next 
meeting.  Minutes of meetings will be taken and be available for inspection by members. 

 
7.0       Funding, Financial Records and Auditing of Accounts 
 

35. The partnership should aim to be self-financing with a prudent reserve but will be under-written by the 
parent company. Funding and grants may also come from Partnership agencies or other relevant 
organisations. 

 
36. The parent comopany will be ultimately responsible for all monies, accounts and property of the 

partnership. 
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8.0 Banking Procedure 
 

37. The partnership will operate a separate bank account.  Only those persons authorised by the parent 
company can make withdrawals.  All withdrawals will be registered in a purchase ledger which is 
capable of showing a clear audit trail. 

 
9.0   Process 
 

38. The partnership address is PO Box 5398. Brighton. BN50 8GQ 
 

39. A person approved and appointed by the parent company shall be employed by the parent company to 
manage the partnership. 

  
40. Additional staff may be appointed by the parent company to assist with the management of the 

partnership.   
 

41. The partnership may be amended, extended or terminated by the parent company 
 

42. If the partnership is terminated, any monies should be reimbursed to members after all outstanding 
items have been taken into account. 

 
10.0   Benefits 
 

43. Members will be entitled to receive reports, photographs or other information concerning offenders 
whose activities affect their trading environment. The requirement being that the processed data must 
be relevant for the purpose (see paragraph 16) and be lawful and legitimate.  

 
44. Disclosure of partnership data must be subject to strictures of the Data Protection Act 2018 and only 

following assessment by the data controller. The decision to disclose will be on a case-by-case basis and 
should not be regarded as being available under an automatic authority. There is never an absolute 
entitlement to receive personal data, as each disclosure must have to be for the purpose outlined in 
paragraph 16 and will be given only after consideration by the data controller in possession of the 
information.  

 
45. Members must ensure that they put internal systems in place to enable them to identify target thieves 

and to pass that information to the partnership office. 
 

46. The police will have proper access to data for the purposes of crime prevention or detection.  Other 
third party disclosure will be within the terms of the data notification and the Act itself. 

 
47. De-personalised, anonymous or other information, which is not subject to the Data Protection Act 2018, 

may be released, where appropriate, from time to time to assist other crime reduction 
initiatives/agencies. 

 
11.0   Liabilities 
 

48. The partnership may withdraw the services it provides by giving one month notice of its intention with 
the exception of 4.6 where withdrawal of services and expulsion from the scheme can be immediate 
and without prior notice.   

 
49. Members may withdraw from the partnership subject to 28 days notice. 
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12.0   Amendments to this Constitution 
 

50. Amendments must receive the assent of the parent company.  
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1.0  Introduction 

 
1.1 This code of practice is to control the management, operation, compliance and use of data within the 

partnership. 
 
1.2 This partnership document has been prepared following advice from the Information Commissioner, 

police and other contributors to the legal process.   It operates strictly within the provisions of the 
Data Protection Act 2018. 

 
1.3 The document will be subject to periodic review following consultation with all interested parties, to 

ensure it continues to reflect its stated purpose and remains in the public and participants interests.  
2.0 
 

2.0     Description of Partnership 

 
2.1 The Partnership is a proactive crime reduction scheme between businesses, police, the local 

authority and other agencies and is directed at preventing and reducing criminal activity and anti 
social behaviour within Brighton and Hove. It is wholly owned by Brighton & Hove Business Forum 
Ltd (the parent Company). 

 
2.2 The members, whose representatives (signatories) have each signed a confidentiality agreement to 

agree to abide by the operating protocols of the partnership, are involved in the collation, analysis 
and the dissemination of information within the membership.  

 

3.0 Statement of Purpose 

 
3.1 The partnership will be operated fairly and in compliance with current legislation only for the stated 

aims and objectives for which it was established.   
 
3.2 Each member of the partnership is and remains bound by the code of practice and other operating 

protocols and any subsequent amendments to them. 
  

 

4.0  Partnership Discipline 

 
4.1 The partnership has specific responsibilities, which must be understood by all partners and their 

representatives.   
 
4.2 The BoM is responsible for the approval of all members and the representatives (signatories) of these 

members.   
 
4.3 All rules on confidentiality and data protection must be subject to written agreement and must be 

strictly adhered to by the data controller, employees of the partnership and all members.  Non-
compliance of the Data Protection Act 2018 may lead to criminal prosecution and/or civil actions for 
damages.   
 

4.4 Lesser infringements of procedures will nonetheless be subject to sanction by the BoM.  This may be 
in the form of further training, verbal and written warnings or stunning of radios and suspension or 
removal from the scheme.   
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4.5 Partnership employees will receive training to ensure that a good standard of knowledge is 
maintained.   

 
4.6 Any persons employed or considered for employment by the Partnership will be required to disclose 

prior convictions, if any, (and, if appointed, notify future convictions) in order that a judgement may 
be made relating to likely impact upon the integrity of partnership information.  The parent company 
will assess whether the offence has a bearing on the nature of the appointment or continued 
employment.   

 
4.7 All persons employed or selected for employment may be required to satisfy the same conditions as 

would be imposed for employment by the police, and therefore a proper vetting process is required. 
This process must be fair and not excessive.   

 
4.8 Information processed by the partnership which may prove relevant to pending or possible 

prosecution will be passed to the police in accordance with local reporting procedures or any 
conditions laid down by the Crown Prosecution Service.   

 
4.9 The partnership manager, or his nominated representative, will be required to give witness 

statements to an agreed format, showing their involvement in the acquisition of such evidence.  They 
may subsequently be required to attend court to give evidence in accordance with their involvement 
and the witness statement submitted.   

 
4.10 Police will only disclose information to the local Partnership where there is a clear legal basis to do so 

and under the terms of the agreed Information Sharing Agreement. Information provided under 
partnership arrangements by police is for the prevention and detection of crime and prosecution of 
offenders and must not be used for any other purpose.    

 
4.11      The partnership’s crime manager is responsible for the security of the partnership and he/she must 

ensure that access to the partnership office and files/records are only permitted for authorised 
purposes and by authorised individuals. Police officers may attend in order to evaluate data and to 
add information or intelligence.  

 

5.0 Training 
 
5.1   In order to maintain high standards a training programme for managers, employees and agents of 

participating businesses should be maintained to ensure that members are aware of the partnership 
procedures and their personal roles and responsibilities. A nominated signatory within each member 
business will liaise with the partnership manager as and when new employees are introduced. 

 
       

6.0   Staffing 

 
6.1 Numbers of staff employed by the partnership will be determined by the parent company to meet 

operating requirements.   
 
6.2 Matters relating to an employee’s – welfare, safety at work, performance/appraisal, general 

conditions of employment and working relationships will be the responsibility of the parent 
Company. 
 

7.0   Third Party Employees 
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7.1 Participating businesses may be represented by third party organisations such as guarding, store 
detectives or other out-sourced security services. 

 
7.2 Disclosure of data to such third party employees must only be as provided for under the Data 

Protection Act 2018 and only following assessment by the data controller. The decision to disclose 
will be on a case-by-case basis and should not be regarded as being available under an automatic 
authority.    

 
7.3 The executive committee will retain the power of veto on third parties in appropriate circumstances. 
 
7.4  Third party staff employed and/or contracted by members must abide by the same codes of practice, 

operating guidelines and radio protocols and have signed the members’ data and information 
disclosure declaration and data protection agreements as members. 

 

8.0 Information Control / Compliance 

 
8.1 The information and intelligence held by the partnership is confidential.  No disclosure of information 

will take place that is not in accordance with the relevant statutory provisions. The data held may 
only be accessed and shared by scheme members, which have signed the necessary agreements. 

 
8.2 The Partnership must notify the Information Commissioner as required under the Data Protection 

Act identifying the board of management as the data controller. See also 14.0 below 
 

9.0  Security / Audit 

 
9.1 All information received from members will be assessed in terms of its intelligence value and will, if 

found to be of value, be held on the partnership database.  
  
9.2 The Partnership will maintain appropriate levels of security in accordance with good practice and the 

requirements of legislation.   
 
9.3 Members will maintain like standards of security in respect of all information in their care.  

  
9.4  Agreed procedures and methods of communication will be audited at least once each year.  
 
9.5 Each member will appoint, from within their business, a representative/signatory to be responsible 

for the security of data disclosed and exchanged by the partnership, for ensuring that all security 
rules are applied to facilitate any audits and control any use of the radio(s). However, the overall 
responsibility for compliance with the act by the partnership rests with the data controller.   

 
9.6 The partnership and its individual members will submit to inspections with a detailed audit report 

against the requirements and principles of The Data Protection Act and partnership operation 
protocols.  The results will be made available. The Board of Management or other nominated 
representatives authorised on their behalf will be responsible for the audit process to ensure 
individual members maintain the appropriate standards of security and confidentiality. 

 
No member will be allowed to conduct an audit of his or her own operation. 

 

10.0  Disclosure of Information                              
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10.1  Only staff, agents of members or other authorised persons will receive relevant information, 
providing that they do so where it is relevant for purpose. 

 

11.0  Indemnity Insurance 

 
11.1 The parent company will provide professional indemnity insurance for employees and officers of the 

partnership and public liability insurance as appropriate.  
 

11.2 Members of the partnership should ensure that adequate insurance exists within their own 
organisations. 

 

12.0 Media Relations 

 
12.1 All media enquiries should be referred to the crime manager who will decide upon an appropriate 

response.  Members should not seek or claim to represent the partnership without consultation.  
 

12.2 The BCRP logo is a registered trademark and it may not be used by members without consent. 
 

13.0 Data Protection Principles 
 
13.1 Members must be aware of, and comply with, the six data protection principles in the Data 

Protection Act 2018.  These principles state that personal data must be: 
 

a) processed lawfully, fairly and in a transparent manner in relation to the data subject 
(‘lawfulness, fairness and transparency’); 

b) collected for specified, explicit and legitimate purposes and not further processed in a manner 
that is incompatible with those purposes; further processing for archiving purposes in the public 
interest, scientific or historical research purposes or statistical purposes shall, in accordance 
with Article 89(1), not be considered to be incompatible with the initial purposes (‘purpose 
limitation’); 

c) adequate, relevant and limited to what is necessary in relation to the purposes for which they 
are processed (‘data minimization’); 

d) accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure 
that personal data that are inaccurate, having regard to the purposes for which they are 
processed, are erased or rectified without delay (‘accuracy’); 

e) kept in a form which permits identification of data subjects for no longer than is necessary for 
the purposes for which the personal data are processed; personal data may be stored for longer 
periods insofar as the personal data will be processed solely for archiving purposes in the public 
interest, scientific or historical research purposes or statistical purposes in accordance 
with Article 89(1) subject to implementation of the appropriate technical and organisational 
measures required by this Regulation in order to safeguard the rights and freedoms of the data 
subject (‘storage limitation’); 

f) processed in a manner that ensures appropriate security of the personal data, including 
protection against unauthorised or unlawful processing and against accidental loss, destruction 
or damage, using appropriate technical or organisational measures (‘integrity and 
confidentiality’). 
 

13.2 Members of the partnership must be aware of these principles.  Data controllers and processors 
should have a working knowledge of the relevant parts of the act. 

 
 
 

https://gdpr-info.eu/art-89-gdpr/
https://gdpr-info.eu/art-89-gdpr/
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14.0 Data Protection Requirements 

 
14.1  The partnership will be registered with the Information Commissioner under the relevant provision 

of the Data Protection Act 2018). See 8.0 above 
 
14.2 All staff who have access to personal data recorded by the partnership must be made aware of the 

following: 
 

a) The information held within digital files or other documentation is confidential and must be used 
only for the purpose for which it was generated. 

 
b) Any such information must not be disclosed to any third party who has not signed the necessary 

agreements under any circumstances whatsoever. Doing so will constitute a breach of the Data 
Integrity Act 2018 and may result in prosecution. 

 
c) The responsibility and potential liability for inappropriate disclosure rests with the data 

controller, signatories to the partnership agreements and/or signatories. 
 
d) Breaches of confidentiality by members or their representatives may also be subject to sanctions 

by the BoM. 
 
e) Staff employed by members who are allowed access to the data must sign the data and 

information disclosure declaration to indicate that they have been advised of their statutory 
obligations and responsibilities. 

 
f) All digital partnership information will be stored under secure conditions. 
 
g) Target files will not be photocopied or screen grabbed or otherwise reproduced unless expressly 

authorised by the scheme manager. 
 
15.0 If an individual makes a request to a member regarding data held on that individual [subject access 

request] that person should be referred to the data controller. (See Section 15.0 Subject Access 
below). No data must be disclosed other than through the data controller.   

 
14.3 The partnership procedures must be monitored periodically to ensure efficient operation: 
 

a) BCRP staff, if necessary, are authorised to audit individual members to ensure security 
and confidentiality. A record will be kept by the crime manager or nominated person of 
the audit, e.g. date carried out and by whom. (See 9.0 above). 

 
b) Any shortcomings identified must be rectified. 

 
14.4  Any changes to nominated contacts/signatories within individual members’ businesses must be 

communicated to the partnership office without delay. 
 

15.1 Subject Access  

 
15.2 Complying with a request for access must be carried out in accordance with the Data Protection Act 

2018.  Data subject access rights must be protected and this responsibility lies with the data 
controller.   
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15.3 The data controller may not supply information unless a request in writing has been received and the 
identity of the person making the request has been established as the data subject.  

15.4 The aim is to ensure that the request is complied with in accordance with the Act.  The manager will 
consult disclosing members in order to assess what information it would be proper to disclose.  
 

15.5 The data controller must comply with a request promptly, within the prescribed period.  
 

16.0  Complaints 

 
16.1 Complaints should be brought to the attention of the data controller. Any formal complaint by a data 

subject regarding any stage in the partnership process of disclosure of personal data should be 
notified in writing to the relevant partnership members and a decision made as to who will lead in 
responding to the complaint given the specific circumstances. 

  

17.0  Links to Other Partnerships 

 
17.1 Information on individuals can be shared with other BCPs if there are grounds to believe that the 

individual is a travelling offender operating in several BCRPs in the area. If the partnership shares 
data with other partnerships, these partnerships must comply with the requirements of current data 
protection legislation. 

 

18.0  Acceptance Document 

 
18.1 It is a condition of membership that each representative (signatory), on behalf of his/her business, 

must sign the scheme acceptance form. See also Constitution Section 4.0.   
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 Introduction 
 
1.1 The aim of this operating guide is to provide a set of working procedures for the members of the 

partnership.  It will be reviewed and updated as and when necessary following consultation. 
 
1.2 The partnership can be contacted at the following postal address: 
 

PO Box 5398 
Brighton 
BN50 8GQ 

 
TELEPHONE NUMBER  (01273) 733393  
FAX NUMBER   (01273) 775214  
EMAIL    noreply@bcrpbrighton.com 
 

2.0  Photo Files 

 
 

2.1 Creation of the Offender Photo File 
 

The Partnership manager will prioritise and determine how many offenders will be included in the target 
file. 
 

2.2 Use of Offender Photo File: 
 

(i) The photo file must only be used for the purpose of preventing and detecting crime. 
(ii) The contents of the photo file must be treated as confidential by members and only be viewed by 

management, CCTV operators, store detectives, guards and other authorised staff who have signed 
the agreements contained in the partnership operating protocol, i.e. scheme acceptance form or 
data and information disclosure declaration. 

(iii) The photographs are for reference only and not for public or private display. 
 
2.3     File Security  

  
The onward distribution of target photo files is strictly prohibited.  
 

2.4 Destruction of Offender Photo File  
 

Offender photo files will be securely destroyed by the partnership manager in consultation with Sussex 
Police. Police may also request the destruction of target photos within agreed partnership protocols.  

 
2.5 Audit Trail 
 

Measures must be put in place to ensure that digital photograph distribution, use, and removal (including 
destruction) is recorded and held centrally in the partnership office to show 

 

 When the partnership issues a photograph to members  

 When a photograph is removed from distribution 

 When a photograph is eventually destroyed 
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Every photo file contains a unique code which will enable the scheme office to track any wrongfully 
distributed files back to the original recipient and any wrongful distribution will result in disciplinary 
measures against the original recipient up to and including prosecution. 

 
 

3.0 Incident Details 

 
3.1 Definition of an Incident to be reported 

 
a) Any crime or attempted crime against any member that falls within the scope of the partnership 

remit.  
b) Sightings of person(s) known or believed to be involved in offending behaviour. 
c) Any other relevant and appropriate information from within or near the area of operation as 

defined by the partnership.  
 
3.2 Recording of Incidents  
 

The Partnership will complement member’s current security practices.  Therefore, all incidents involving 
offenders or other incidents must be reported to the scheme office on an “incident/sighting log’. 
 
It is the responsibility of each member to report all incidents to the partnership in order to build the 
database, increase knowledge and be able to respond effectively. It is therefore important that incidents 
are reported as soon as possible to enable the partnership to respond appropriately. 

 
3.3 Incident Reporting  
 

Members must send information to the partnership office on the following incidents – 
 

a) Theft and Attempted Theft 
Person(s) arrested for theft or attempted theft  
This includes:  

a) Incidents where the thief escapes with merchandise without being apprehended.   

b) Person(s) involved in theft where property is subsequently abandoned in or outside the 
business premises. 

 

b) Deception 
a) Where a theft takes place and an offender obtains or attempts to obtain a refund or 

exchange on those goods.   
b) Where the price of goods has been altered to reflect a lower price  
c) The use of a counterfeit receipt to obtain a refund on stolen property 
d) Counterfeit money used for the purchase of goods 

 
c) Cheque Card/Cheque Fraud 

Person(s) involved in obtaining or attempting to obtain goods by the use of stolen or counterfeit 
cheques/credit cards/credit cards. 

    
d) Criminal Damage/Attempted Criminal Damage 

Where a person is involved in causing or attempting to cause damage to goods, property or buildings. 

 



Operating Guidelines 4 

e)   Street Crime 
Person(s) involved in pick pocketing, bag theft, robbery, violence, anti-social behaviour and disorder 
within the partnership area. These offences may take place inside or outside members’ premises. 
 

f)   Sightings 
Of person(s) known or believed to be involved in crime. They may not commit an offence but may be 
acting suspiciously. The sighting may be inside or outside members’ premises. 

 
g) Assaults or Insulting or Threatening Behaviour 

Where an offender: 

 Physically assaults a member of the public or staff including third party employees. 
 

 Verbally threatens a member of the public or staff including third party employees. 
 

 Intimidates a member of the public or staff including third party employees. 
 

h)  Where a “Deter at Entry” occurs. 

 

i) Breach of an Exclusion Notice  

Where an offender has previously been served with a partnership exclusion notice or court order.  

 

j) Breach of an Anti Social Behaviour Order (ASBO) or Acceptable Behaviour contract (ABC). 

k)     Breach of Bail Conditions 

l)     Any internal incidents that are relevant - i.e. theft, gross breach of regulations 

             m)    Any other appropriate incident  

3.4 Arrest procedure  
 

If the target commits an offence and is arrested, he/she should be processed in accordance with the normal 
company procedures and the police contacted.  In the case where the offender is a target this information 
should be indicated to the attending police officer. The member will be required to prepare an incident 
report form to forward incident/offender details to the partnership office. 
 

3.5 Communication   
 
A regularly updated members’ contact/signatory list must be maintained by the partnership manager.  It is 
the responsibility of each member to provide this information. Any changes to nominated signatories 
within individual members’ businesses must be communicated to the partnership office immediately. 

 
3.6 Video Evidence 
 

Tapes should be retained in compliance with Police and Criminal Evidence Act codes of practice and the 
disclosure rules. 
 



Operating Guidelines 5 

3.7 Data Accuracy 
 

Incident details will be audited to ensure that all information remains current and accurate in order to 
satisfy the requirements of the Data Protection Act. 
 

4.0  Data Input / Analysis Procedures 

 
4.1 Data Definitions 

 

 Data means information in a form that can be processed. 

 Data equipment means equipment for processing. 

 Data material means any document or other material used in connection with, or produced by, data 
equipment. 

 Disclosure, in relation to personal data, includes the disclosure of information extracted from such data and 
the transfer of such data (but does not include a disclosure made directly or indirectly by a data controller 
or a data processor to an employee or agent of his for the purpose of enabling the employee or agent to 
carry out his duties;) and, where the identification of a data subject depends partly on the data and partly 
on other information in the possession of the data controller, the data shall not be regarded as disclosed 
unless the other information is also disclosed.  (Ref:  1998 Data Protection Act) 
 

4.2 Storage of Data 
 
All data/information received by the partnership will be stored on the password protected Littoralis DISC 
database system in a secure office protected by at least two locked doors.  Access to data/information will 
be logged in accordance with procedures. The management of data applies to both electronically held and 
manual data. 

 

4.3 Input of Data 
 

The data processor and personnel authorised by the Board of Management will have responsibility for the 
inputting of all data onto the database.  All data entries will be quality assured. 

 

5.0  Rationalisation of Files 

 

5.1     When an Offender is reported by a Member for participating in any threat or damage to any Member’s 
property, staff or customers, his/her name and facial image may be shared among Members for 12 months.  
If no further report is submitted during that period, the Offender’s data will be withdrawn from Members at 
the expiry of that period. It will be retained for a further 12 months in the Scheme’s database after which 
time it will be irrevocably deleted. 
 

5.2      If during the 12 months when an Offender’s data is circulated among Members he/she is reported for 
another incident involving a threat or damage to any Member’s property, staff or customers, his/her name, 
date of birth and facial image may be circulated among Members for a further 12 months from the date of 
the second report.  Additionally, the Offender will be excluded from all the properties of all Members for 12 
months, and this fact will be shared with Members. If no further report is submitted by a Member during 
that period, the Offender’s data will be withdrawn from Members at the expiry of that period. It will be 
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retained for a further 12 months in the Scheme’s database (which can only be accessed by the Data 
Controller) after which it will be irrevocably deleted. 

 

6.0   Target Tracking 

 

 Whilst a major activity of the partnership is the use of intelligence against persons who engage in business 
and associated crime on an organised basis - an additional component will be the tracking of persons as 
they move through the criminal justice system. 

 

7.0 Management Information / Key Performance Indicators  

 

7.1 It will be necessary to establish key performance indicators (KPIs) to measure the operating success of the 
scheme and provide management information for members and statistics for the scheme.   
 

The source of this information will, in the main, be from these key areas:  

 Recorded crime statistics from the police. 

 Information from the members regarding the impact on their theft and loss performance. (NB. No 
individual member’s information should be disclosed by name). Agreement should be reached as to 
how members’ data would be disclosed. 

 Management information from the DISC database.  

 Other data, such as court results, re offending rates, deter at entry policy, outcomes from exclusion 
notice scheme and examples of good partnership working are good indicators. 

 Visitor surveys, which measure customer satisfaction levels, are a good measure of fear of crime. 
 

8.0   Additional Security 

 
8.1  Procedures will be in place to ensure full compliance with data protection and other legal obligations.  The 

following are examples of forms that are in use: - 
 

 Scheme Acceptance Form. This document will be signed by representatives (signatories) of each 
member business and held in the scheme office. Data will only be issued to these signatories who 
have agreed to ensure that the agreements are fully complied with in their business. 

 

 Data and Information Disclosure Declaration. This document is to be held by each member and be 
signed by each individual within that organisation who will receive information from and disclose 
information to the scheme and is not a representative (signatory) of the scheme. 
 

 

9.0   Exclusion Notice Scheme Terms & Conditions 

  
9.1 The Board of Management of the partnership will approve the issue of an Exclusion Notice following 

receipt of  reports from the Daytime scheme or the Nightsafe scheme indicating an offender is engaged in 
criminal activity or anti-social behaviour or threats to public safety or causing a public nuisance in or 
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adjacent to Members’ premises or property. A scoring system allocating varying points for offences 
depending upon their nature and severity will be used to assess a threshold for exclusion. 

 
9.2 Wherever possible a warning letter will be sent to the individual in danger of exclusion. An immediate 

exclusion will be considered in circumstances when the individual reaches the threshold for a single 
incident.  The final decision will be made by the BoM and reported back to a scheduled quarterly meeting 
of the Executive or an extraordinary meeting if required. 

 
9.3 An exclusion notice listing those premises from which the individual will be excluded and a copy of the 

BCRP window sticker to aid in the identification of said premises will be served at the earliest opportunity 
either by an officer of Sussex Police or by post. 

  
9.4 In the case of a juvenile the exclusion notice will be handed to the Police or Youth Offending Service who 

will serve it on the offender in the presence of an appropriate adult or it will be posted to the parent or 
guardian and the letter will be in language that a child could understand. 

 
9.5 Once the Exclusion Notice has been served the excluded gallery will be updated on the BCRP secure 

intranet and an alert issued to members. 
 
9.6 When the notice has been issued to an offender and they subsequently enter a member’s premises or 

property, members have the right to ask them to leave. When any excluded individual is recognised in a 
member’s premises they should immediately be asked to leave whether or not they are thought to have 
committed an offence. In the case of a pharmacy, to redeem a prescription, an offender must have the 
manager’s prior permission and be accompanied by a member of staff.  Members must report any 
exclusion breaches to BCRP as soon as possible after the incident. 

  
9.7 When a notice has been issued and an offender is subsequently arrested committing another offence the 

fact that they have been previously issued with an exclusion notice will be included in the evidence 
presented in Court.  

  
9.8 The time limit for exclusion will be no more than a twelve month term. Renewal can be considered. In such 

cases the offender will be notified of the renewal as in 9.2 or 9.3 above. 
 
9.9 Members of the BCRP wishing to participate in the scheme must sign the New Signatory Form Scheme 

Acceptance included with the application pack. This application may be produced in Court if a defence 
solicitor challenges the right of the BCRP to exclude offenders from the premises or property of third 
parties. The application form should be signed by a member of the management team and include your 
company stamp if this is available. 

  
9.10 Every participant should keep a copy of their completed application form. 
 
9.11 Members of the scheme will be in the privileged position of viewing via the secure intranet photographs of 

excluded offenders. These photographs are subject to the terms of the Data Protection Act 2018 and all 
participants will be expected to maintain their confidentiality. The information contained in the excluded 
persons list should only be shared with management or employees who have signed the Partnerships’ Data 
Integrity Agreement or the Data and Information Disclosure Declaration. 
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BRIGHTON & HOVE BUSINESS CRIME REDUCTION PARTNERSHIP 
 
RADIO NETWORK OPERATIONAL PROTOCOL 
AND 
CODE OF PRACTICE 
 
 
 
SPEAK CLEARLY, SLOWLY, CALMLY & DO NOT PANIC- 
Clear, concise messages will bring help quickly. 
 
 
SECURITY, ACCURACY, DISCIPLINE & BREVITY 
These are the general principles. 
 
1. Security 

Messages are heard by all users - also any member of the public within earshot so think before you give 
out sensitive information. Use call signs and not personal names. 

 
2. Accuracy 

Good descriptions are essential. Think about height, build, sex, hair colour, clothing, bags, or any 
distinguishing features that make that person instantly recognisable. What is happening? A theft, till 
snatch, threatening behaviour etc. Where are they now?  Which direction are they heading in?  

 
3. Discipline 

Use call signs and correct radio procedures. “Yeah, cheers mate!”- is totally unprofessional. 
 

4. Brevity 
Be brief and to the point- do not waffle! 

 
5. Identity Codes 

1C1= White European 

1C2= Dark European 

1C3= Afro Caribbean 

1C4= Indian / Pakistani 

1C5= Oriental 
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1C6= Arabic 

1C9= Unknown 

 
6. Phonetic Alphabet 
 

A= Alpha          F= Foxtrot           K= Kilo                P= Papa              U= Uniform 
B= Bravo           G= Golf              L= Lima                Q= Quebec         V= Victor 
C= Charlie         H= Hotel             M= Mike              R= Romeo         W= Whisky 
D= Delta           I= India                N= November       S= Sierra            X= X-ray 
E= Echo            J= Juliet               O= Oscar              T= Tango            Y= Yankee 
                                                                                                                Z= Zulu 

7. Making Contact 
 

Think about what you are going to say for a few seconds before transmitting. 
 

“Boots 1, Boots 1, this is Waitrose. Are you receiving?” 
 
Boots 1 should answer, “Go ahead.” 
 
“Boots 1 from Waitrose…(broadcast message)…over.” 
 
Boots 1 should answer “Message received.” 

 
If you need to give a description of a vehicle use the phonetic alphabet. I.e. C123 ABC would be Charlie 
123 Alpha, Bravo, Charlie. Give make, model and colour also. 

 
8. Standard Expressions 

 
Go Ahead    -     Send Message Now 

Answer Yes -    Yes 

Negative       -     No 

Over             -     Transmit Message 

Say Again     -     Re-Transmit Message 

 
 
NO JARGON AND NO SWEARING 

 
9. Panic Alarm 

 
Only use the panic alarm if you are in danger and unable to speak.  If you press the panic alarm, an alarm 
will sound in the BCRP Office and across the radio network alerting all BCRP members to your situation. 

 
Brighton & Hove 
Business Crime Reduction Partnership  
 
Radio Network 
Code of Practice 
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ALL RADIOS MUST: 
 

 Only be used by fully trained staff who have signed the Scheme Acceptance form or the Data & 
Disclosure Document 

 
 Kept in a secure place when not in use 

 
 Not left unattended in a public area 

 
 Only used for security and emergency messages i.e. use a Store’s own internal channel or the telephone 

for non-essentials 
 

 Not be lent to other retailers or security personnel unless they are current members in the scheme 
 
 
Persistent, unnecessary use of the panic button could result in stunning. 
 
A training guide will be issued to each member with all radio equipment. 
 
 
Failure to comply with the above can result in stunning. 
 
Any unauthorised use of the radio system will result in the offender being reported to the Office of 
Communications. 
 
The Board of Management will decide on action to be taken in the case of non-compliance with the above 
Code of Practice. 
 
If a Radio is lost or stolen it is essential that it is reported immediately so that the missing radio can be 
stunned. 
 
Contact the partnership office on 01273 733393 
 
 
CONTACT WITH POLICE CCTV CONTROL ROOM 

 

BCRP agreed protocol with Sussex Police 

 

The partnership office and the security suite at Churchill Square have a direct phone line to the CCTV suite 
located in Lewes. If a member requires assistance from the CCTV suite they must use their partnership radio to 
contact the partnership office during the day time and Churchill Square during the night-time. 

 

CCTV Operators will prioritise their work according to established working practices and may not be able to 
assist immediately. 

 

CCTV Operators WILL NOT act as a controlling agent on the networks 

 

CCTV staff will not undertake enquiries (e.g. PNC) on behalf of users of the scheme 
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CCTV staff will not accept radio requests for Police assistance nor crime reports over the networks. These must 
be directed through the 999 number. 

 

Support for the BCRP scheme must not undermine CCTV Operators responsibilities to provide a service to other 
areas covered by CCTV cameras under their control, in line with the instructions contained within the CCTV 
Operators Guidance Manual.   
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BRIGHTON AND HOVE BUSINESS CRIME 
 REDUCTION PARTNERSHIP 
 
Data Integrity Agreement 
 
Confidentiality Agreement incorporating  
 
Partnership Protocols. 
 
 

1.0 The Data Protection Act 2018 

 
1.1 The Act regulates the use and handling of information (personal data) processed by third parties and 

includes the General Data Protection Regulation [GDPR]. It provides a framework by establishing data 
protection principles. The purpose of the Data Protection Act 2018 is to make provision for the regulation 
of the processing of information relating to individuals including the obtaining, holding, use or disclosure of 
such information. All processing must be in compliance with the provisions of the act and in the event of 
non-compliance the Information Commissioner may take enforcement action. 

 
1.2.1 Particular obligations are placed upon the partnership, its members and the data controller and you as a 

member of the partnership must comply with the data protection principles. 
 

2.0   Definition of Terms  

 
2.1 The partnership is an initiative operated by businesses in partnership with police and other agencies and 

organisations, through an agreement with each of the members, who have agreed to the principles 
outlined in the protocols document, specifically, the constitution, code of practice, operating guidelines, 
radio protocol, data integrity agreement and other agreed Partnership procedures and protocols contained 
therein. 

 
2.2 Authorised Persons   

For the purpose of this agreement are the representatives (signatories) to the agreement. 
 
2.3 Data Controller 

The board of management of the partnership is the data controller and is responsible for all matters 
concerning the management of the partnership. The BoM will determine the purposes for which, and the 
manner in which, any personal data are, or are not to be, processed.  

 
2.4 Personal Data 

Data consisting of information, which relates to a living individual, who can be identified from that 
information. 
 

2.5  Data 
“Data” means information which –  

a) is being processed by means of equipment operating automatically in response to instructions 
given for that purpose. 

 
b) is recorded with the intention that it should be processed by means of such  equipment. 

 
c) is recorded as part of a relevant filing system, or with intention that it should form part of a 
relevant filing system, or 
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  d) does not fall within paragraph a), b) or c) but forms part of an accessible record.  
 

2.6  Data Subject 
A living individual who is subject of personal data 

 
2.7 Area of operation 

Within the boundaries of the city of Brighton & Hove 
 
2.8 Disclosure of Information 

The Data controller will approve disclosure of personal data and information about data subjects to 
signatories of this agreement, where relevant and appropriate, for the purposes of: 

 
 The prevention and detection of crime or: 

 The apprehension or prosecution of offenders or suspected offenders 
   
  Information should only be passed where it is relevant to do so. 
 
2.9  The Data controller will disclose personal data to members’ signatories, where it is relevant to do so in 

connection with: 
 

 Person(s) who are identified as being in danger of exclusion under the partnership protocols or: 

 Person(s) who are strongly believed to be in the operating area and in respect of whom there is 
clear evidence of their propensity to commit crime in the area. 

 
2.10 Data processor means any person who processes the data on behalf of the data controller. 
 
2.11 Processing, in relation to information or data, means obtaining, recording or holding information or data 

or carrying out any operation in relation to the information or data, including- 
 

 organisation, adaptation or alteration of the information or data. 

 retrieval, consultation or use of the information or data. 

 disclosure of the information or data by transmission, or otherwise making available 

 alignment, combination, blocking, erasure or destruction of the information or data. 
 

3.0   Definition of an offender  

 
3.1 For the purpose of this agreement an offender means and includes: 

 

 A person who is known (from a reliable source) to be currently, persistently and actively involved 
in committing or attempting to commit crime or disorder, in the area of operation. This will be the 
main criteria. In addition, an offender will have a criminal record, e.g.                                    
 

 A person who has been convicted within the previous twelve months of any offence in the area of 
operation which may impact on the business environment. The conviction must be relevant and 
appropriate to the purpose (see paragraph 16 of the Constitution).  This would not include parking 
offences and or other minor incidents that are not relevant.     

 

 A person who lives in the area of operation and who has been convicted within the previous 
twelve months of any crime which may impact on the business environment and whose activities 
or antecedents indicate that they are currently engaged in crime or are believed to be involved in 
crime.  The conviction must be relevant and appropriate to the purpose (see paragraph 16 of the 
Constitution).  This would not include parking offences and or other minor incidents that are not 
relevant.     
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 A person who has been served with an exclusion notice preventing him/her from entering any 
member premises. 

 

 A person who has been served with a warning letter regarding relevant acts against business in or 
near the area of operation. 

 

 A person who has received an Criminal Behaviour Order [CBO]  preventing him/her from 
committing anti-social acts in or near the area of operation. 

 
3.2 Personal data shall be periodically reviewed and shall not be retained for any longer than necessary. In 

particular photographs and information on offenders shall be reviewed every 3 months to ensure that the 
data reflects the data subject’s current circumstances.  Personal data shall not normally be retained for 
any longer than twelve months unless subject to review. 

 

4.0   Data Security  

 
4.1 Data shall not be disclosed to any non-signatory, either directly or indirectly unless required to do so by 

law or by the order or ruling of a court, tribunal or regulatory body. If required to do so, the member 
should notify the Partnership office promptly, prior to making such disclosure. 

 
4.2 Personal data shall be transmitted to authorised persons through secure channels. 
 
4.3 Appropriate security measures will be employed to prevent unauthorised access to, or alteration, 

disclosure, accidental loss or destruction of personal data.  Such consequences may be seen as a breach of 
the data protection principles and may lead to further action. 
 

4.4      Personal data relating to offenders or other data subjects will be retained in accordance with the 
procedures  outlined by the partnership protocols and documentation. 

 

5.0   The Commitment  

 
5.1 In consideration of the personal data being made available between the data controller and the data 

signatories, both parties undertake the following: 
 
a) To keep the data received confidential at all times 

b) To obtain and process data and information fairly and lawfully 

c) To collate the data solely for the purposes outlined in paragraph 16 of the Constitution 

d) Data held will consist solely of descriptions, habits, movement details, and criminal intelligence 

relating to offenders and person(s) who are strongly suspected of committing crime, nuisance and/or 

disorder in the area of operation  

e) Police data will consist of the circulation of photographs or other information as agreed locally.  

a. Data held will relate to offenders, current and past and person(s) who are strongly suspected of 

committing crime, nuisance and/or disorder in the area of operation.  

b. Data may be disclosed to police, prosecutors and courts 

f) Data shall be adequate, relevant, and not excessive for the purpose it is intended  

g)  Data shall only be accessed or disclosed by or to authorised persons. 
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5.2 Any breach of this agreement will be dealt with in accordance to the disciplinary procedures outlined in 
the partnership protocols and documentation. Making an unauthorised disclosure of data may lead to 
criminal prosecution. 


